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Ontologies for NAC Configuration = Managing Security Configuration FANAC Prototype
OWL-DL ontologies are developed for iptables, TCP- A FANAC Agent is developed to accept remote re-

Wrapper and XMPP application-level firewalls. Semantic Threat Graphs quests to reconfigure the Network Access Controls.
Linux iptables Firewall Ontology Excerpt Semantic Threat Graphs are used to model knowledge The current prototype focuses on S2S XMPP federaa-
The IPTRule concept defines an iptables rule as being about threat mitigation by security configurations. tion network access control (re) configuration.
composed of a rule index, exactly one chain, one or p/mtec:s .
more filter conditions and a single permission action. ____implements—_ Architecture

Asset Countermeasure
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The following iptables rule, drops packets identified exploits —— Y ' R ———
5P PSP Threat|—_ P Vulnerability authorizaton || eatalosuse. | | configaration
as part of the XMAS TCP port scan where TCP flags exploitedBy —— erdfiens engine Ontology Ontology
FIN, PSH and URG are simultaneously set. Example Semantic Threat Graphs I l { ‘
iptables -A FORWARD -p tcp --tcp-flags XMMP Federation Whitelist Recommendations } ; ;
FIN,PSH,URG FIN,PSH,URG -j DROP FAC | NAC — <&
= jabberd >\ -
This firewall rule is represented as: Acsel Request een i s
plugins
_ Countermeasure > -
IPTRule(iptrpropxyas) [PTRule
«— hﬂSChﬂin(iptrDropXMAs, forward) [ _1p§rA11°WIi‘ToP 3. 4XMPPPkt
- aplements ™ 1PtrA110w0utIP1.2. 3. 4AXUPPPkt
hasProtocol(iptrpropxmas, tCp) M /iﬁixements iptragieuoy ;K K
hasTCPFlagCheck(iptTpropxuas, £in psh urg) M 1pt/a‘l° Scenario
hasTCl?Fla gSet(iptrDropXMAs, on) I : MPPRule \ \ st e
has ACtlon(lptrDr OpXM AS, drop) glmtects ents me_FEAllow_If.l.Z.B.4XMPPPk \ Request = <srcIP=1.2.3.4, dstIP=XMPPServerlP, port=5269>
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Sample Configuration
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Server-to-Server federation is permitted with XMPP server \bwn \ ;"
(IP address 1.2.3.4). The XMPP server is protected by a S N

gateway firewall, a locally hosted firewall and XMPP’s b =~ \ /
own application-level ACL firewall. \ sptons —PHTORTToTP1 . 2.3  4XHRPRuLe

Conditions: App Domain=="XMPP” && Connection=="525"
Signature: ....

uthorizer: Policy

= / ’ Local XMPP Server Policy Flcencee: K XMPPServer
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Conditions: App Domain=="XMPP"” && Connection=="525" &&
Plugins ~="iptables,tcp-wrapper,xmpp-acl”

- eXOelf;SOitS W ATPTABKESXMPPRule Ontology Network Access Control Configuration
threatNoIntendedXMPTD‘;derationFroml .2.3.4 Vu-]-NoAllowInIPl . 5). 3.4IPTABLESXMPPRule /
Threat Vulnerability /
Asset(?a) A Threat(?t) A Vulnerability(?0)A
Catalo gues of Best Practice TemplateI PTablesRule(iptriey,,,) A hasWeakness(?a, ?0) A

exploits(?t, ?v) A mitigates(1ptriey,, ?0)A

Built Ont()logies for NIST‘800'41, NIST‘800'411'€V1, hasDstIP(?a, dstIP) A hasSrcIP(?t, srclP)A
NIST-800-45v2, NIST-800-44v2, REFC1918, RFC3330, hasDstPort(a?, dstPrt) A

XEP-0205 swrlx : makeOWLIndividual(?iptr, iptTienp, ?t, ?a, ?0)
— [PTablesRule(?iptr) A mitigates(?iptr, ?0)A\
Sample Ontology Excerpt for NIST-800-41 o s P
hasSrcIP(?iptr, srclP) A hasDstIP(?iptr, dstIP)A
ts2s-host, 1.2.3.4}, allowj hasDstPort(iptr?, dstPrt) A hasAction(?iptr, accept)
ejabberdD: 1.2.3.4 : alloM 1ptableS Flrewall Example —_——
ID Recommendation Des cription Network Access Control Configuration RN T
iptables -A FORWARD -p tcp -s 1.2.3.4 FBP-1Deny “Inbound or Outbound traffic from a system using a source address that falls within the address ranges set aside in ¥ L.
-d xmppServIP --dport 5269 -j ACCEPT RFC1918 as being reserved for private networks” [NIST-800-41]. —— {{s2s_host, 1.2.3.4}, allow}
Threat Countermeasure —
. . threatinpoundi192.168.0.0/165rc1pPkt VUlynauthenInbound192.168.0.0,/16PktToFW 1PtrDropIni92.168.0.0/16SrcIPPkt InputChain
OntOIOgy for NAC Conﬁguratlon threatouthound192.168.6.6,/165rc1PPkt VUlynauthenoutbound192. 168.9.0/16PktFromFii 1P tTDropout192.168.0.0,/16SrcIPPktOutputChain allow
Th . h . 1 . d . threatinpoundi192.168.6.0/165rc1PPkt VUlynauthenTnbound192.168.0.0/16PktToost AP tTDropIn192.168.0.0/16SrcIPPktForwardChain
e SECUI‘lty meC anlsm tOpO Ogy ].S represente aS. threatoutbound192.168.0.0,/165rc1PPkt VUlynauthenoutbound192. 168.9.6,/16PktFromost 1Pt XDropout192.168.0.0/16SrcIPPktForwardChain
threatinmound10.9.0.9/8srcrPPkt  VUlunauthenInbound10.6.0.9/8PktToFW 1PtrpropInie.o.0.0/8SrcIPPkt InputChain iptables -A FORWARD -p tcp -s 1.2.3.4
) . threatoutboundi6.6.0.0/8src1pPkt  VUlynauthenoutbound10.9.9.9,/8PktFromFi 1PtrDropout10.0.0.0,/8SrcIPPktOutputChain ] T
S@]"’UZC@( e J abb e rd) threatinpoundi0.0.6.0/8srcIPPkt VulynauthenInbound16.9.0.6,/8Pkt ToHost 1PtIpropinis.0.0.0/8SrcIPPktForwardChain -d mepsel"VIP - del"t 5269 - J ACCEPT
] threatoutbound10.0.9.0/8srcrppkt  |VUlynauthenoutbound16.0.0.0/8PktFromiost ~ APTTDropout10.6.0.0/8SrcIPPktForwardChain
«— prOtectedB y( e J abb e rd mepACL) |_| threatinpoundizz.16.0.0/125rc1PPkt  VUlynauthenTnbound172.16.9.9/12PktToFW 1Ptrpropiniz2.16.0.0/12SrcIPPkt InputChain
/ threatoutboundi72.16.6.0/125rc1PPkt VUlynauthenoutbound172.16.9.0/12PktFromFii 1P tTDropout172.16.0.08/12SrcIPPktOutputChain
pratectedB y( e j abb e rd -t prr app e r) |_| threatinpoundi72.16.0.0/125rc1PPkt  VUlynauthenTnbound172.16.9.0,/12PktToHost iptrDropIn172 .16.0.0/12SrcIPPktForwardChain
4 threatoutbhoundi72.16.6.0/125rc1PPkt VUlynauthenoutbound172.16.0.0/12PktFromost 1P tTDropout172.16.0.0/12SrcIPPktForwardChain
. . ID Recommendation Description
prOteCtedB ]/ ( € J abb € rd/ 1 p T ab 1 € S) FBP-2Deny “Inbound traffic containing ICMP (Internet Control Message Protocol) traffic”[NIST-800-41].
Threat Countermeasure
* * . threatICMPNetworkScan Vul InfoDisclosureICMPReplyPktFromFW iptrDropInICMPPktInputChain
The lptables access_contrOI rule ]'S represented aS’ threatICMPNetworkScan VU—]—InfoDisclosureICMPReplyPktFromHost iptrDropInICMPPktForwardChain
_ TCP-Wrapper Firewall Example
IPTRule(lptrA]_ lowIP1.2.3. 4XMPPPkt) ID Recommendation Description
. - FBP-1Deny “Inbound or Outbound traffic from a system using a source address that falls within the address ranges set aside in
— h&lS Ch&llﬂ(lptI‘Al lowIP1.2.3.4XMPPPkt, fOI'W&I‘ d) [ RFC1918 as being reserved for private networks” [NIST-800-41].
. Threat Countermeasure
hﬂSPTOtOCOZ(lpT_I'Al lowIP1l.2.3.4XMPPPkt/, th) |—| threatinpound192.168.6.0/165rc1PPkt VUlynauthennbound192. 168.6.6/16Pkt ToFW LWI'DropTn192. 168.6.0/16Pkt
. . threatinboundi0.0.0.0/8srctppkt VUlynauthenTnbound16.6.6.6/8PktToFi  tWXDropInie.0.0.0,8Pkt
h&lSSTCIP(lptI‘Al lowIP1.2.3.4XMPPPkt, 1p 1 . 2 . 3 . 4) |_| threatinpoundizz.16.0.0/125rctPPkt VUlynauthenTnbound172.16.6.0/12PktToFi tWXDropIni72.16.0.0,/12Pkt
hasDstIP(iptraiiowtpi.2.3. 4xMPPPkt, XMNPPSErvIP) M Sample real-world anti-bogon iptables firewall rules
. Countermeasure iptables Rule
haSDStport(lptrA]- ]-OWIP]- . 2 . 3 . 4XMPPPkt’ 5 2 69) |_| iptrDropInlgz_168_@_@/165rclppktInputChain iptables -A INPUT -i eth® -s 192.168.0. @/16 —j DROP
- 1Pt rDpropout192.168.0.0,/16SrcIPPktoutputchain 1Ptables -A OUTPUT -o eth® -s 192.168.0.0/16 -j DROP
haSTarget(lptrAllow:[Pl .2.3.4XMPPPkt/ accept) 1PtrpropIn192.168.0.0/16SrcIPPktFornardchain 1Pptables -A FORWARD -i eth® -s 192.168.0.0/16 -j DROP

iptrDropOut192.168.@.@/168rcIPPktForwardChainiptab]—es -A FORWARD -0 eth® -s 192168@@/16 _j DROP

The TCP-Wrapper access-control is represented as: {PtToropmn10.0.0.0/8srcTPPktnputchain  iPtables -A INPUT -i eth® -s 10.6.0.9/8 -j DROP
1PtDropout16.0.0.0/8SrcIPPktOutputChain iptables -A OUTPUT -o eth® -s 10.0.0.0/8 -j DROP

iptrDropInl@.®.®.®/8$rcIPPktForwardChain iptables -A FORWARD -i eth@® -s 1®®®®/8 _j DROP

TCPWrapperRule(terllowl 2.3 4XMPPPkt) 1Ptrpropout10.6.6.0/8SrcIPPktForwardchain  iptables -A FORWARD -o eth® -s 10.0.0.0/8 -j DROP
T . iptrDropInl?Z.16.®.®/12$rcIPPktInputChain iptables -A INPUT -i eth@® -s 172-16-®-®/12 _j DROP
— h&lSDaemOn(tWI'A]_]_OW]_ .2.3.4XMPPPkt, €] abberdD)ﬂ 1PtIpropout172.16.0.0/125rcIPPktoutputchain iptables -A OUTPUT -o eth® -s 172.16.0.0/12 -j DROP
. . iptrDropInl?Z.16.®.®/125rcIPPktForwardChain iptables -A FORWARD -i eth® -s 172-]—6-@-@/12 _j DROP
hasClzent(twr Allowl.2.3.axmpppkt, 1P1.2.3.4)M 1Pt CDropout172.16.0.0/125rcIPPKtForvardchain iPtables -A FORWARD -o eth® -s 172.16.0.9/12 -j DROP
hasAction(twraiiow:.2.3. axupppkt, 2l1ow) These catalogues are searchable:

e Generate firewall and application-security con-
figurations that mitigate identified threats.

ACLRule(Xmppraiiou:.2. 3. 4xupppkt) e Analyse a firewall and application-security con-

«— federate Wz?h(xmppr Allowl.2.3.4xMPPPkt, 1P1.2.3.4) I figuration’s effectiveness at mitigating identified
hasPermission.(XMpPraiiowi.2.3.4xupppkt, allow) threats.

The XMPP access-control rule is represented as:
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